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Quote Of The Day

Distrust and caution

are the parents of security.

Benjamin Franklin 



DISCLAIMER

The following talk will be presented from the view of the 
resourceful attacker. Several assumptions will be made in 

order to show the most probable scenario.

This is not an instruction, nor the case study,
nevertheless the whole attack is feasible.



Background
■ The main objective:

To exfiltrate documents from the secure network
without raising alarm

■ Attacker have access to The Insider in the target 
organisation.

■ Documents are in the isolated, secure network.
■ Documents are large (tens of megabytes each) 



The Network
■ Network is isolated (air gap) from other networks.
■ Insider have access to the desired documents.
■ Accountability is based on documentation of who and 

when:
● printed a file (and which one)
● processed a file at the transfer station

■ Insider doesn’t have direct access to printer and 
transfer station.

■ There are no drives on the workstation and USB ports are 
blocked (software based). 



HID

HID stands for Human Interface Device. It is a type of 
computer device which interfaces directly (most often takes 
input) with humans. Most common HIDs are:
■ fingerprint scanners 
■ webcams
■ gamepads
■ mice
■ keyboards



The Flaw(?)

■ Even though the USB ports are blocked, the HID-USB 
devices are being used (keyboard and mouse)

■ The Insider can (in theory) introduce some kind of 
malicious software into the network, just by typing it.

■ But is it really the flaw?



HID and Programmable Circuits

■ In 2010 the gaming console PS3 has been cracked. At 
that time, the cheapest way was to use Teensy++

■ Teensy++ is a development board based on on ATMEL 
μcontroller



Teensy

Funny thing. That development board can be programmed to 
function as a HID-USB device.

It can work as a keyboard and mouse and also it have flash 
memory in which we can put our program. The size differs 
from 16 up to 128KB.

Enough to fit there a program that moves your mouse in 
random direction, presses random keyes, turning on the 
CapsLock etc…



Game Changer

Micro SD Card Adaptor

From that time forward the Teensy can be HID or mass 
storage.

Or both at the same time.

But because the mass storage is blocked on the target 
network, the SD adaptor changes nothing.

Or does it?



Game Changer

sdfatlib + Arduino programming environment

You can use Arduino environment to program Teensy. Using 
sdfatlib, you can read (and write) files that are on SD card 
from the Teensy level (not the PC) and then you can transfer 
those files to computer, using Teesy as HID.

The only problem – you can use only ASCII characters.



Teensy – a pentester device

The typical use of Teensy in pentesting is to write a Visual 
Basic program – base64 or uudecode, transfer it and encoded 
malicious program to the PC, then decode and run the exploit.

The Internet is full of examples – from the source codes to 
the whole frameworks (well known Social Engineer Toolkit)

Unfortunately, in our scenario it is no use for us – we would 
like to leave no trace, and...



The Problem

The main problem with the attack is to exfiltrate files.

We have the device and software, that can send files to the 
computer (even the rather big ones) without detection.

We cannot send them back with the same ease, because the 
keyboard is the input device.

Or is it?



The Keyboard 



The Keyboard as an Output Device 



The Solution

The state of the NumLock, CapsLock and ScrollLock can be 
read on the level of HID device.

We can transfer data back!

How? 

By encoding it to one of many „0/1” encodings

Or using Morse code



The Heist
1. We supply The Insider with two preprogrammed USB 

devices:
1. One is the initial one – it contains the Visual Basic program 

that will convert files into plain ASCII, then into our binary 
code of choice and at the and it will transfer data over LEDs.

2. The second one (preferable with big SD card) is the „receiver” 
– it will monitor the state of special keys and it will write the 
data into file on SD.

2. Insider will use them when the situation will favor the attack



The Pros

This attack will leave almost no trace (except the forensical 
ones):

● The Insider will not use any malware – no risk from AV 
software

● The Insider will use only the standard software (Visual Basic)

The devices can be programmed that way, that there will be 
no sign in logs, that something unusual has been plugged into 
workstation



The Cons

Time.

Transfer of the large amounts of data will take large amounts 
of time – overhead data from conversion to ASCII will make 
that time even longer

This can lead to the risk of detection – someone can see the 
blinking lights and the user that is doing nothing.



Interesting teensy projects
Keyshanc - The Keyshanc Teensyduino is a physical device 
that encrypts keystrokes using the Keyshanc algorithm. It has 
a PS/2 input and USB output. It can toggle between 11 user-
defined Keyshanc ciphers by pressing F1-F11 and it can output 
plaintext by pressing F12.

Kautilya

Kautilya is a toolkit which provides various payloads for 
Teensy device which may help in breaking in a computer. The 
toolkit is written in Ruby.



Prevention
The risk can be mitigated by implementation of several 
additional layers of security, e.g:

1. Block the USB ports. Physically.
2. Switch back to PS/2 devices (if you can) or
3. Prevent the keyboard and mouse from being unplugged
4. Verify the abnormal user behavior.
5. Prevent users from accessing the files directly.



CREDITS & FURTHER READING
The CERT Guide to Insider Threats: How to Prevent, Detect, 

and Respond to Information Technology Crimes. 
Dawn M. Cappelli, Andrew P. Moore and Randall F. Trzeciak

http://www.cert.org/insider_threat/



QUESTIONS?


